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Dpunoxenne Ne2. MndopmainoHHas navsrka Ajsi 00y4aromuxes Jj1si pasMenieHus Ha
opunuanbubix Hureprer-pecypeax

C KaXIBIM TOZOM MOJIOJIEXKH B HHTEPHETE CTAHOBHTHCS OOJIbIIE, a IIKOJIBHAKA OAHH H3
caMbIX AaKTWBHBIX IONb3oBaTenedi Pynera. Mexay Ttem, NHOMUMO OIPOMHOTO KOJHYECTBA
BO3MOXHOCTEH, HHTEPHET HeceT H mpobiaembl. DTa IaMsiTKa XODKHA noMous Tebe 6e3omacHo

HAXOIITECS B CETH.
Komnvromepnuie supycor \ :

KoMUploTepHbIf BHPYC — 3TO  Pa3HOBMAHOCTh  KOMIBIOTEPHEIX  IIPOTPaMM

>
OTNMYMTENLHOW OCOOEHHOCTBIO KOTOpO# sABNseTcAs CIOCOOHOCTE K  pasMHOXEHHIO. B
NOTIOJIHEHNE K 3TOMY, BHPYCHI MOT'YT HOBPEIOHTH MM ITOJHOCTHIO YHHYTOXHTE Bce baiibl u

JAHHBIC, MOMAKOHTPOJBHEIE MOJB30BATENIO, 0T UMCHU KOTOpOro Obina 3alylleHa 3apaykEHHAs
 OporpaMma, a TaKKe MOBPENUTH HIM JakKe YHHYTOXKHTHL ONEPAMOHHYIO CHCTEMY CO BCEMH
daitnamu B HenoM. B 60JIBIIHHCTBE CilyyaeB paclupOCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET

I
MeTonBI 3aIMUTE OT BPEAOHOCHEIX IIPOTPaMM: '
1. Mcnonp3yil coBpeMeHHbIE ONEPAlMOHHEIE CHCTEMBI, HMEIOIME CEPLE3HBIA YPOBEHD

3aIATHl OT BPEJOHOCHBIX IIPOTrPaMM;

Iocrosuuo ycraHapnuBaifi nmautd (HuQpoBHIE 3amiaTK, KOTOPHIE aBTOMATHUYECKH
YCTaHABIMBAIOTCA C LENBIO JIOPaOTKA INPOrpaMMEl) U Ipyrde OOHOBIEHHS CBOEH
onepaioHHoN cuctembl. CxaunBail UX TONBKO ¢ 0QHIMAILHOTO caiiTa paspaboTanka
OC. Ecnu cymecTByeT pexuM aBTOMaTHIECKOro 0OHOBIICHNU, BKIIOYH €T0;

Pabotait Ha cBOEM KOMIIBIOTEpE IO/ [IpaBamMM IOIB30BaTEld, a HE aAMHHHCTPATOPA.
310 He NO3BONUT OONBINMHCTBY BPENOHOCHBIX IPOrpaMM MHCTAUTHPOBATHCA HA
~ © - TBOEM IEPCOHATHEHOM KOMITBIOTEPE; |

o . Wcnone3yii aHTUBAPYCHEIE TIPOTPaMMHBIE TPOAYKTHI M3BECTHBIX IIPOU3BOIUTENEH, ©
o aBTOMATHYCCKMM 0OHOBIEHMEM a3,

Orpasuds QU3MUECKHE JOCTYT K KOMIIBIOTEPY A ITOCTOPOHHMX JIMIL;

Wcnonw3y#l BHEIMHYIE HOCHTENH HHGOPMAIMH, Takie Kak Qienmka, Juck uimu ¢aitn uz
MHTEPHETA, TOIBKO M3 NPO(EePEHHBIX HCTOYHHKOB;
He ortxpeiBaii xommbpioTepHbie (aiiipl, MONyYeHHBIE M3 HEHAAEKHBIX HCTOYHHKOB

Haxe te daiinel, KOTOphle NpHCHan TBOM 3HaxkoMbi. Jlydime yTqun y Hero,
OTIIPABIIAN M OH Tebe ux. q
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Cemu WI-FI _
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Wi-Fi - 310 He BUA nepenayn JaHHBIX, HE TEXHOJIOTUS, a BCETO UL Open, Mapka. Eine
B 1991 rogy Hmzepnasnckas xoMmmanus 3aperucrpuposana Opena « WECA», gro ofosHagano
cnoocogeranue « Wireless Fidelity», KoTopsiif nepeBoquTes Kak «OeCIpOBOAHAS TOYHOCTEY
o
Ho mamero BpemeHd pnomula apyras abOpeBuarypa, KOTOpas SBNSAETCS TAaKOHW XKe
TexHonorued. 310 abbpesuarypa « Wi-Fin. Takoe HasBaHue OBLIO NaHO ¢ HAMEKOM Ha CTaHIApPT
BRICIUMH 3ByKOBOH Texnuku Hi-Fi, 4To B mepeBone 03HagaeT «BLICOKAs TOYHOCTELY

Ma, GecnnaTHblf MHTEPHET-AOCTYI B Kade, OTe/NsX U a3poroprax ABNAETCH OTIHYHON

BO3MOXXHOCTBIO BRIXOJA B HHTEPHET. Ho mMuorne SKCHCPTLI C‘IHT&IOT qT10 06HIBIIOCT}’HHI>IC Wi-
Fi cetnt He sBisrOTCH 0€30MACHBIMHU. \

Cosethl no 6e3onacrocTy paboTe B 00IENOCTYIHEIX ceTax Wi-fi:
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1. He mepemasait cBoro muumyr dHGopManmio depez obuienoctynHele Wi-Fi cern.
PaGoras B HHX, XCJaTejbHO HE BBOJUTHL NAPONHM JOCTYMHA, JIOTHHBI M KaKue-To
HOMEDa;

2. Hcnonw3y#t u oOHOBNSH aHTHBUPYCHBIE MPOrPaMMEbl H 6pan11mayep TeM CaMBIM THI

obe3onacunib cebs OT 3aKa49KH BUpyca Ha TBOE yCTPOHCTBO;

3. Tlpm ucnons3oBauud Wi-Fi otmoun ¢ykumio «O6mmit zIOCTyn K Q)ai?rnaM u
= npuHTepam». JlanHas (yHKIWS 3aKphITa [0 YMOJYAHHIO, OAHAKO HEKOTOpBIE
s TIOIB30BATENN AKTHBUPYIOT €& [ y06¢TBa HCIIONB30BaHuA B paboTe wiH y4ebe,

’ 4. He ucmons3yd nyOnwuneit WI-FI 1ns nepenads JIMYHBIX JaHHBIX, HalpuMep IS
o BEIXO/Ia B COL[HATBHEIE CETH UJIH B JIEKTPOHHYIO TOYTY;
L7 © 5. Hnone3yit Tonsko samumensoe coenuwHenue depes HTTPS, a we HTTP, tT.e. npu
oS ' nabope Beb-aapeca BBoIH MMeHHO «https://»;
N 6. B mobunmpnoM tenedone otxmoun ¢yakmmo «Ilogxmodenme k- Wi-Fi
ooy aBTOMaTHYecky». He gomyckail aBToMaTH4ecKOro MOAKIIOYCHHS yCTPOHCTBA K CETIM
T, Wi-Fi 6e3 TBOETO Cornacus. T
. g 5 [ ‘ - : l\
Coyuanvnvie cemu o ) > 1
“» " CoumansHble ceT¥ aKTHBHO BXONAT B HAUIy W3Hb, MHOTHE JIOMHX paboTalOT U KUBYT

TaM IIOCTOSHHO, a B Facebook yxe 3aperncTpupoBaH MHILIMApZ YENOBEK, YTO ABISETCS OXHOU
CeABMOR Bcex )kuTeneH IaHeThl. MHOTHE NONB30BaTeNd He MOHUMAIOT, 4TO “H(OpMAanus,

pasMEIneHHad UMHU B COLHANIBHBIX CETAX, MOXET OBITE HaI/HICHa H HCIIONB30BaHa KEM YT'OAHO, B

.. TOM tII(ICJIC He 00a3aTeNbHO ¢ O1araMu HaMCEpCHUAMU, | Wh

5 \\
: OCHOBHBIC COBETEI 110 0€30IACHOCTH B CONHANLHBIX CETAX: ‘
"t;.‘"‘

& 1. Orpanudb cmucoK Apy3ed. Y Tels B APY3psX HE JOMKHO ObITH COydadHBIX |
& ™ HE3HAKOMBIX JIIOJEH; I

. 2. 3amuiaif CBOIO YACTHYIO xu3Hb. He yxaspmsail maponu, tenedomHBI, agpeca, Qary
s TBOET'O POXACHUS M JPYTYHO JHYHYIO HHGOPMANHK. 3NMOYMBINUIEHHUKH MOTYT
ACIIONB30BaTh Aaxe WHO)OPMAalHMio O TOM, Kak THl M TBOHM POIUTENH ILIAHHPYyeTe
: NIPOBECTH KaHUKYJBI,
3. 3amuimail CBOIO PEIyTAlMIO - JEPXKH €€ B UUCTOTE M 3aaBai cebe Bompoc: xoTeln Ob
ThI, YTOOBI APYTHe MOJB3OBATSNH BHACIHU, YTO THI 3arpyxaecms? Honyman Ipexie
YeM 4TO-TO OITyOJIMKOBAThH, HANIMCATE M 3arPY3UTh;
4. Ecnu TH TOROPHIIG C JIEOABMU, KOTOPEIX HE 3HAENIb, HE HCIIOJIL3YH CBOE PEallbHOE
UM B IPYTYIO JTHYHYIO WH(QOpPMAIMM: HMS, MECTO JKMTENbCTBA, MecTO y4ueObl M
npodee;
..~ . 5. Hsberail pasmemenus ¢ororpaduit B HTepreTe, rae TH H300paxeH HA MECTHOCTH,
B 10 KOTOPOH MOXKHO OTIPENEIUTh TBOE€ MECTOIIONOKEHHE, .
%, 6. Ilpu perucTpanus B COIHANBHON CETH HEOOXOAUMO HCIONB30BATh CIOKHBIE TAPOIH
. v cocTosmue U3 OyKB ¥ NUGP ¥ ¢ KOJUIECCTBOM 3HAKOB He MeHee §;

f’" “s° w . 7. Jad cOUManbHOMN CeTH, IOYTHI M APYTHX CAUTOR HEOGXOMUMO HCIIONB30BATh Pa3HEIE
ot N * .J _ mapoms. Toraa ecyu 1e6s B3JIOMAIOT, TO 3TOYMBIIUIEHHUKH TIONySaT JOCTYH TOIBKO
“ -t ¥ K OTHOMY MECTY, a He BO BCE cpasy.
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T . Dnexmponuule denbeu X
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BHeKTpOHHme JEHBIM ~— JTO OYEHb yHOOHBII Crocod nnaTemeH OHAKO CYUIECTBYIOT
» . . MOIICHHHKH, KOTODhIE XOTAT IOy IUTh TH JCHBTH. I
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3JI€KTpOHHBI€ ACHBI'M TIOSBHIIUCE COBCEM HEOABHO H HMEHHO M3-3a 3TOTO BO MHOTHX
roCyapcTBax A0 CHX I10p HE NPOIHCAHO PO HHUX B 3aKOHAX,
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B Poccum ke oM (YyHKUMOHMPYIOT ¥ O HHX Y)XE NPONMCAHO B 3aKOHE, THE HX
pasfensloT Ha HECKOJbKO BHJOB — AHOHHMHbIE W He aHOHMMHEle. PasEuma B TOM, 94TO

AHOHHMMHBIC - 3TO T, B KOTOPBIX pazpemiacTea NPOBOAHTE OIICpaliid Oe3 HIICHTPI(I)HK&IIHH
II0JIR30BATECIA, 8 B HCAHOHHMHBIX I/IIICHTH('I)HK&HI/IH [IONB30BaTENA ABJSETCH 0613aTENBHOMH.

Taxke ClIEAyeT pasiuyarTh 3NEKTPOHHbIE (HaTHble NEHbTH (PaBHB! TOCYIapCTBEHHBIM
BAIIOTaM) U JJIEKTPOHHEIE He(DHATHEIE ACHLTH (He PaBHBI TOCYAAPCTBEHHEIM BATIOTaM).

OcHoBHEIE COBETHI IO Oe30mnacHoil paboTe ¢ 3MeKTPOHHBIMHU JEHbIaMH !

1. TIpmBsoxu K cyery MOOHIBHBIN TenedoH. DTO camblif yAOOHBIH M OBLICTPHIH C1OCOO
BOCCTAHOBHUTH JOCTYN K cueTy. [lpuBs3aHHBIfl TenedOH NOMOXET, ecnd 3alyneiub
CBO MIATEXHBIHA MAPOJIEL WIH 3ali/ienib Ha CaliT ¢ HE3HAKOMOIO YCTPOHCTBE,;

2. Hcoone3yit ogHOpaszoele mapond. [locne mepexona Ha YCHJICHHYIO aBTOPH3aLMIO
tebe yxxe He OyneT yrpoXxarh ONacHOCTE KPakU WK IIEPeXBaTa IUIATEXKHOTO Napoid;

3.

BriGepr cnoxubiii napons. Ilpecrynsuxam OyzeT HE NPOCTO YraxaTh CIIOMHBIA
naposb. Hazexurple naponn — 3T0 naposiy, KOTOpBIE Cofep)kaT He MeHee 8 3HaKOB U
BKJIIOYAIOT B ce0f CTPOYHBIE M NPONUCHBIC OYKBEBI, NU(PH U HECKONBKO CUMBOJOB,
TaKHe Kak 3HaK JoyIapa, hyHTa, BOCKIMIATeIbHbIH 3HaK u T.11. Hanpumep, $tR0ng!;;
4. He BBOAM CBOM NTHYHEIC JaHHEIC HA caifTax, KOTOPEIM HE JOBEPACIIE.

. 1
Snexmpounan nouma } 1

GHGKTPOHHM IIOHUTA — 3TO TEXHOJIOTUAA U IPCAOCTABIIAECMEIC CI0 YCIAYTY 11O NEPECHUIKS H

TIOJIYyYEHHIO WIEKTPOHHBIX COOOIIEHui, KOTOPHIE PACHpPENEeNAIOTCS B KOMIIBIOTEPHOH CeTH.
OO0rmHO NEKTPOHHEBIA TIOYTOBBIA

HMA_TIONB30BATEII(@HMS_TOMEHA.
BO3MOXHOCTB NIepe/iaBarh Gainsl.

AMHMK BBITJIA AT CICOYHOIHAM 06pa30M .
Taxxe KpoM¢e 1ieperady IIpOCTOI0O TEKCTa, HMECTCA

.
OcHoBHBIE COBETH 10 Oe30nacHol paboTe ¢ IEKTPOHHOHN NTOYTOH:

1. Hano BriOpath npaBuiIbHEIN DOYTOBBIH cepBHC. B UHTEpHETE €CTh OIPOMHBIH BrIOOp

fecrIaTHBIX NOYTOBBIX CEPBHCOB, OJXHAKO JIy4Nle AOBEPSTH TEM, KOIO 3HACIIb U KTO
TIEepBLIH B PEUTUHTE;

2. He yxaseipait B nuyHOo# moute muunyo uHGopmauuo. Hanpumep, nydimne BrIOpaTs
«My3bIKaIIbHEIH_(anat@» unn «pox2013» BMecTo «Temal3»;

3. Hcnonb3yl ABYX3TANHYIO aBTOPH3ANMIO. 3TO KOTAA TOMHMO ITApoJIs HYKHO BBOIUTE
KOJI, IpUchUIaeMbId o SMS;

4. Bribepn cnoxHBIA napons. [l KaXIOro MOYTOBOIO AIIMKA HODKEH OBITH CBOK
HAJEXKHBIH, YCTORYMBEIM K B3IOMY [TapOJib;

5. Ecind ecTb BO3MOKHOCT HAIIMCATH CAMOMY CBOM NHYHEIA BONPOC, HCTONB3YH 3TY

. Cot -l

BO3MO>KHOCTB; o i

6. Mcnone3yll HECKONBKO HOYTOBBIX SUIMKOB. [lepBHil ANs YaCTHOM NEPEenMCKH ¢
aJpecaTaMHl, KOTOPhIM Tbl JOBEpACUIL. OTO ONEKTPOHHBIM aapec He Hauo
UCIIOJIB30BATE P PETUCTPALMK Ha GopyMax 1 caiTtax;

7. He orxpriBait ¢aiinel m Jpyrve BIOXEHMs B HMHMCBMax JAaXe €CIH OHH NPHIUIH OT
TBOMX py3ed. Jlydine yTouRy y HUX, OTOPABILUIM T OHY TeGe 3TH Qains:,

8.

Hocne oxonvanuss paGoThl Ha NOYTOBOM CEPBHCE IEPEl] 3aKPHITHEM BKIAAKU C
caiiToM He 3a0yab HaXaTh Ha «BUiTHY.
| |
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KubepOynanune unu supmyanbroe u30esamenscmeo | |
|
KubepOynnuer -— mnpeciefoBanue COOOIMEHUSIME, COJACPXAIHMH OCKOPONEHHA,

arpecCHIO, 3amyruBaHue; XYJIHIaHCTBO; COLMaNbHOe DOHKOTHPOBAHHE ¢ MOMOWIBIO PA3IHYHBIX
HHTEPHET-CEPBHUCOB. :

I
OcHOBHBIE COBETHI 1O Boprie ¢ xUbepSYIIHHIOM:
1. He 6pocaiica B Goit. Jlyuamuit criocob: OCOBETOBATHCH KaK ce0sd BECTH M, €CIIM HET

TOr0o, K KOMY MOXHO O6paTHTLCH, TO BHA4ajle YCIOKOHUTLCA. Ecmu 11 Haunems

oTBeYaTh OCKOpOJeHHIMH Ha OCKOpOJEeHHs, TO TOJBKO €l GONbINe PasOACKEIIb
KOHGITHKT;, \ '

2. VYmupapnsii cBoei xubeppenyranuei;

3. AHOHMMHOCTH B ceTH MHMMas. CymecTByIOT cnocoObl BBIICHHTb, KTO CTOMT 3a
AHOHMMHBIM aKKAyHTOM;

4. He crout Bectu xynuradckuii o0pas BUpTyanbHOM xu3Hu, UHTEpHET QHKCUpyeT BCe
TBOM HCHCTBUSA M COXpaHAeT UX. ¥ auTh ux Oyaer KpaitHe 3aTPyAHATEIBHO;

5. Cobaronaii cBol BUPTYaNbHYIO Y€CTh CMONOAY;

6. UrHopupy#t emuHuuHBIA HeratuB. OIHOpPa3oBBle OCKOpOMTENbHBIC COOOINCHUS
Jydie urHopuposaTh. OOBMHO arpeccus Ipekpamaercst Ha HadalbHOM cTaguy;

7.

Ban arpeccopa. B iporpamMmax oOMeHa MITHOBEHHBIMU COOOUICHUAMHM, B COLHANBHBIX
CeTSIX €CTh BO3MOXHOCTH ONIOKMPOBKM OTIPABKM COOOIIEHWH C ONpefeNeHHBIX
aapeCoB;
8. Ecrmu t1e1 cBumerens kubGepOymmuura. Teouw meHcTBHS BBICTYIMUTH IMPOTHB
IpeclefoBarelsa, MOKa3arh €My, YTO €ero AeHCTBHS OUCHUBAIOTCA HETATHBHO,

i IOIEPKATE XKEPTRY, KOTOpOﬁ HYXHa TICAXOJIOTHYECKas TII10MOIb,

COO0OLIHTE
B3pOCIbIM 0 (paKTe arpeCCHBHOTO TIOBEIEHHS B CETH.

. . |
Mo6unvnvrii menegpon ‘

CoBpemeHHble cMapT(OHBI ¥ IUIAHIETHI coaepxar B cebe BIOJNHE B3IPOCTBIA
GYHKIMOHAJ, M Temnepb OHM MOTYT KOHKYPHPOBAaTh CO CTAIWOHAPHBIMH KOMIBIOTEPaMH.
O1Hako, CPEACTB 3aLMUTHI Ik MOJOOHBIX yCTPOUCTB ITOKA 049eHb Masio. TecTupoBanue U MOKCK

yA3BUMOCTEH B HHWX NPOMCXOAMT HE TaK MHTEHCHBHO, kak 1y [IK, To e camoe Kacaercs H
MOOMIBHBIX IPHIIOKEHHIA, | I

CopeMenysie MOGRNBHEIE Opay3ephl yie NPaKTHYECKH NOTHANM HACTONLHEIE AHANOTH,
ONHAKO paciudpeHne (QYHKIMOHAA BiedeT 3a Co0OH GONBIIYIO CIOKHOCTE M MEHBIIYIO
3AIMUIIEHHOCTD, )

| |
| .

Hanexo He BCE MPOM3BOIUTENH BBITYCKAOT OOHOBICHHS, 3aKPHIBAIONINE KPHTHYESCKHUE
YA3IBHMOCTH JjIs1 CBOMX YCTPOHCTB. IR ARTS EE N A

OcnosHple COBETHI A1 0€30MMAaCHOCTH MOOWILHOTO TelehoHa:

1. Hwuuero ne sBnsercs no-HactosiueMmy OecruiaTHbIM. Byab OCTOpOXeH, BEIb KOIza
Tebe mnpeararor OECIIATHEIM KOHTEHT, B HEM MOTYT ObIThb CKPBITEI KaKHE-TO
IJIATHBIE YCIIYTH;

2. Hymait, npexxae 9eM otnpasuts SMS, ¢oto mim Bugeo. Tel TOYHO 3HAEWb, Ilie OHK
OyAyT B KOHEYHOM HrTOre?

3. Heobxonmumo oOHOBIATH ONEPAMOHHYIO CHCTEMY TBOETO cMapThoHa;

4.

Vcrone3yl aHTHBHPYCHBIE IIPOIPAMMBI 1St MOOHIIBHBIX TENE(OHOB;




SR

5. He 3arpy»ait IpuioKeHHs OT HEH3BECTHOTO HCTOYHMKA, BEIb OHH MOT'YT COAEpXKaTh

BPEIOHOCHOE IPOrpaMMHOE 00€CTICHEHHUE;
6. Ilocie TOro Kak Thl BBHAZEIND ¢ caliTa, TAe BBOAMI JHYHYIO HHQOpMAalMIO, 3aiiiu B

HacTpoiiku Gpaysepa u ynanu cookies;
7. ITlepuoaudecKH npoBepsil KaKue IUIAaTHbIE YCIYTH aKTUBHPOBAHEl Ha TBOEM HOMEDE,;
8. Masait cBoit HOMep MOOMIBHOTO TenedoHa TOJBKO JIIOAAM, KOTOPBIX THI 3HAelb U

KOMY JOBEpSCLUB;
9. Bluetooth momxen ObITh BBIKJIIOYEH, KOTAa Thl MM He moib3yeuibes. He 3abpiaii

HHOTJa IPOBEPATH 3TO.

Online uzpw : |

| COBpeMeHHble OHJIafIH-PII’pBI — 3T0 KpacO4YHBIC, 3axXBATBIBAIOIIHE pa3BJICYCHUS,

OOBEIUHAIOUIME COTHH THICAY YENOBEK IO BCEMY MHpY. VIrpoku MccleXyloT JaHHBIA UM MHD,

o0LIAIOTCs APYT C JAPYIOM, BBITIONHAIOT 3alaHus, CpakaroTCs ¢ MOHCTPaMM H IIONYYArOT OLBIT.
3a yZOBOJBCTBHE OHM IUIATHT: IOKYIAXOT AMCK, OIUIAUMBAIOT abOHEMEHT MM IPHOOPETAIOT
KaKHe-TO OIIIMH.

Bce atu cpenctBa mayT Ha MOJNEp)KaHHE M Pa3sBUTHE HIPHl, a TAKXKE Ha caMmy
0€30macHOCTE: COBEpIICHCTBYIOTCS CHCTEMBl AaBTOPH3AllMM, BBIIYCKAYOTCS HOBBIE IIaTIH
(undpoBeIe 3aTUTATKK [T IPOrPAaMM), 3aKpHIBAIOTCS YSI3BHMOCTH CEPBEPOB.

"~ B nooGHBIX Hrpax CTOMT ONACAThCA HE CTOMBKO CBOMX CONEPHMKOB, CKOJIBKO KPAKH
TBOET0 apoJist, Ha KOTOPOM OCHOBAaHa CUCTEMa aBTOpU3alMH O0JbIIHHCTBA UID.
‘ b
! OCHOBHBIE COBETHI 10 6€30MIaCHOCTH TBOETO HIPOBOTO aKKayHTa:
’ 1. Ecam npyroit urpok Benet cebs IIIOXO0 WIK co3gaeT Tebe HENPHATHOCTH, 3a0I0Kupy#H
o €r0 B CHHCKE HIPOKOB;
Hoxanyfics angMUHHCTpaTopaM HIphl Ha IUIOXO€ MOBEACHHE OJTOIO HIPOKa,
JKEJIaTeNIbHO NPHIIOKUTh KaKHe-TO J0Ka3aTeNbCTBa B BUIE CKPHHOB;
He ykaspiBait 1nuHyto uHGOpMaUKio B ipodaiine urpsl;
YBaxaii Ipyrux y4acTHHKOB [IO UIPE;
He ycranaBnupail HeouIaapHbIe NATYH U MOJIBL, |
Hcnonpayii ci10kHBIE H pa3HbIC NAPOIIH;
Jlaxke BO BpEeMS HIPHl HE CTOMT OTK/IIOYATh aHTUBHpPYC. [Toka TEI Wrpaems, TBOM

‘ KOMIbIOTED MOTYT 3apa3uTh.
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Duiiune Win Kpasca TUYHBIX OGHHBIX
I

OO6brunOl Kpaxell NeHEr M [NOKYMEHTOB CErOAHS yX€ HHUKOIO He YIMUBHINb, HO C

Pa3BHTHEM HHTEPHET-TEXHOJIOIMH  3IOYMBINUICHHHKH IIEPEMECTHINCH B UHTEPHET, U

[POJODKAIOT 3aHUMATHCS «TIOCHMBIMY [EIOM.

[
]
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Tax mossunace HOBas yrposa: HHTEPHET-MOLICHHHYECTBA WIH (MINMHT, IJIaBHAS LE/b
KOTOpOro COCTOMT B IONY4YE€HHHM KOH(UICHIMAIBHBIX NAHHBIX I10JIb30BATENICH — JOTHHOB H
naponeit. Ha anrnmitickom aspike phishing untaercs xax ¢umunr (ot fishing — prifHas nosis,
password — mapons).

OcCHOBHEIE COBETHI 110 GOpsle ¢ PUIIAHTOM:

1. Cnemn 3a comM akkayHTOM. ECiM TH TOZO3peBaeilb, YTO TBOS aHKETa ObUIa
B3MOMaHa, TO HEOOXOIMMO 3a0OKHpOBATH €€ M COOOIMTL aJMHHMCTpAaTOpaM

‘ ~ pecypca 06 3TOM Kak MOKHO CKOpEE;




‘ 2. Ucnonp3yit OesomacHbie BeO-CaliTBl, B TOM UHCHIE, WHTCPHET-MArasuHoB W
ITOUCKOBBIX CHCTEM;

\ 3. Hcmonw3yil CIoXHBIE U pasHble mapoid. TakuM 00pa3zoM, ecinu Tebs B3IOMaloT, TO

| 37I0YMBIIIVIEHHHAKH 110JIyYaT AOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIO B CETH, a HE
KO BCEM;

4, Ecnu Tebs B3jOMAHM, TO HEOOXOAMMO HpPEAYNPEAHTh BCEX CBOMX 3HAKOMBIX,

KoTOpble 100aByieHbl y Tebst B ApY3biX, O TOM, YTO TeDs B3OMan H, BO3MOXKHO, OT

TBOEr0 MMEHU OVIET PaCChLUIATHCA CllaM ¥ CChUIKM Ha (QUIITHHIOBBIE CANTEI,

Veranosu Hanexubii napons (PIN) Ha MoOwiIbHBILA Tenedon;

OTKIIFOUH COXpaHeHKe napoJisi B Opaysepe;

7. He orkpbiBait ¢aiiiel ¥ OpyrHe BIOXKEHHA B NACHMAaX AaXE €CNM OHM NPUILM OT
TBOMX Ipy3ed. Jlydilie yToYHH y HAX, OTIPABIIUIM JIH OHHU Tebe 3TH daiibl.

o>

Hugpposasn penymayusn -

[{udposas pemyranus - 5TO HeraTWBHas WA NO3UTUBHAS WHGOpMAIHMS B CETH O Tele.
Kommpomerupyromas HHbopManys pa3MeEIIeHHass B HHTEPHETE MOXET CEpbe3HBIM 00pa3oM

OTpa3uThCS Ha TBOeH pealbHOU ku3HU. «Lludposas penmyranusa» - 3T0 TBOH HMM/DK, KOTOPBIH
dopmupyeTcst H3 HHGOpManuK o Tede B MHTEPHETE. . p

Tsoe MecTo xuTenpCTBa, yuedsl, TBoe GYHAHCOBOE HONI0KEHNE, OCOOEHHOCTH XapaKrepa
U pacckasbl 0 OIM3KUX — BCE 9TO HAKaIlIMBAETCH B CETH. | |

. MBHorve noApoCTKY JIETKOMBICIEHHO OTHOCHTCS K IIyOnuKamuy jguuHoM mHpopManum B
HuTepuere, He MOHMUMAas BO3MOXHBIX TOCHENCTBHHA. ThHI Jake HE CMOXKEIIb JOIaaThCs O TOM,
410 QoTorpadus, pa3mMeUICHHAs S NeT Ha3aj, cTaja NPUYMHON 0TKa3a NpHHATE Te0d Ha pabory.

1 KommeHTtapuu, pasMmeuleHne TBouxX Gororpabuil @ aApyrue AeHCTBHS MOIYT He
WCYE3HYTh JaXE IIOCNE TOro, Kak Thl WX yJanumb. Thl HE 3HAEMIb, KTO COXPaHWI 3Ty
HH(pOpPMaNKIO, IIOIIalia JId OHA B IIOMCKOBEIE CHCTEMBI M COXPaHMJIACh JIM OH4, 4 IJIaBHOE: YTO
IOAYMaroT 0 Tede OKpyXKaroulee MOAU, KOTOphle HalayT ¥ yBuasT 310. Hailt undopmanuio

MHOTO JIeT CIYCTS CMOXeT JIOOOH — Kak 3 JOOpBIX no6y>1c)lemm TaKk H C HaMepEeHHEM
TIPHYMHHATE BPEZi. DTO MOMKET OBITH KTO YTOMHO.

. OcHOBHBIE COBETHI IO 3aIUTE HHGPOBON permyTaluu:

'~ 1. Tlomymaif, mpexae yeM 4TO-TO TMyONMKOBAaTh H Mepenapath y cebs B Giore wmm B
COIMAILHOM CETH; ! :

2. B Hactpoiikax npodung ycTaHOBH OTpaHHYEHHS HA IPOCMOTP TBOETrO npO(bPum H €ro

b COIEPXKHUMOTO, cieait ero TOJIPKO « Ui Apy3ehy;

3. He pa3memnail u He yKa3bIBai HH(popMaumo Koropaa MOXeT KOro-1ubo ocKopbusaTh
U 00KaTh. ‘ . !

Aemopckoe npaso ' s R

CoBpeMeHHbIE IIKOJIBPHHKH— AKTHBHBIC IIOJNB30BaTeNd UUGPOBOrO MNPOCTPAHCTBA.
O7HaKo JaneKko He BCE 3HAKOT, YTO [ONL30BaHHE MHOTHME BO3MOKHOCTSMHA LK(pPOBOTO MHpa
TpebyeT coOMIOEeH s IPaB Ha HHTEIUIEKTYalbHyIO COOCTBEHHOCT.

: - l‘ ‘

Tepmun «wHTENIEKTYaNbHAs COGCTBEHHOCTE? OTHOCHTCS K Da3MYHBIM TBOPEHMSM

9eJI0OBCYCCKOr0 yMa, HAYMHAs C HOBBIX H300pETeHHH ¥ 3HAKOB, 0G03HAYAIOHX COOCTBEHHOCTD

Ha [OPONYKTBl M YCHYrd , W 3aKaHuyuBasg KHHTAMM, (bOTorpmbHﬂMH KUHODWIBMaMHE H
MY3BIKabHBIMY TIPOU3BEAECHHAMH. ST

|




ABTOpCKHE ITpaBa — 3TO IIpaBa Ha WHTEJUICKTYATbHYIO COOCTBEHHOCTD Ha IIPOM3BENCHUSA
HAyKH, TUTEPATYPhl H HCKYCCTBA. ABTOPCKHE IIPaBa BBICTYITIAiOT B Ka4ECTBE FapaHTHH TOTO, YTO
MHTEJUICKTYTbHBIN/TBOpUECKUE TPYA aBTopa He OYAET HAIpacHBIM, JACT €My CHpaBeRIHBEIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ylbrarax CBOETO TPyIa, TOJIYyYHTh M3BECTHOCTh H NPH3HAHUE.
Huxro 63 paspelneHus aBTopa He MOXKET BOCIPOU3BOJUTH €0 IIPOU3BEIEHHE, PACIIPOCTPAHATH,
IyOIMYHO JIeMOHCTPUPOBATh, MpOJAaBaTh, HMIIOPTHPOBATH, IYCKaTh B IpoKat, ny6.rmtmo
HICTIOJHSATD, TIOKa3bIBATH/MCIIONHATS B dbupe win pasmemars B MaTepuere.

| Hcnonp3oBaHue «ITMPATCKOroy» IPOrpaMMHOr0 00eCIeYeH st MOXKET IPUBECTH K MHOTHM
pPHCKaM: OT IIOTEPH JAHHBIX K TBOMM aKKayHTaMm [0 ONOKHPOBKM TBOELO YCTPOHCTBA, T'AE
YCTaHOBJICHHBIH He neraipHas nporpamMa. He crTouT Taioxke 3a0BIBaTh, YTO CYLIECTBYET
JeranbHble H OeclaTHRIE IPOrpaMMBbl, KOTOPBIE MOXHO HalTH B CETH.

O nopmane

CELaT - IR 1.:’4‘

. CereBHYOK.p — TBOH TIJIAaBHBEIM COBETYMK B CETH. 3JeCh ThI MOXEIb Y3HaTh O
0e301acHOCTH B CETH IOHATHBIM M JOCTYIIHBIM S3BIKOM, & IIPH BO3HHKHOBEHMH KPHTHYECKOM

CHTYyalluH OOpaTHTBCA 3a COBETOM. A TAKKe MPHHATH YYACTHE B KOHKYPCAX M CTATH CAMBIM
MG POBEIM rpakJaHiHOM !
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